ITamsiTka Mo 0€30MaCHOCTH B HHTEPHCETC.

C KaXObIM TOIOM MOJIOLEKH
B HHTEpHETE CTAaHOBUTHCA
OoJbllle, a IIKOJLHHUKHA OJHHU

u3 CaMbIX AKTUBHBIX
M0JIb30BaTENEH Pynera.
Mexny TEM, IIOMHMO
OTPOMHOTO KOJIMYECTBA
BO3MOKHOCTEH, UHTEPHET

HeceT M mpoOiembl. OTa
ImaMsTKa JOJIPKHA ITIOMOYb BaM
A BallUM JEeTSIM O€30I1acHO
HaXOJUTHCS B CETH.

KoMnbioTepHbie BUPYCHI

KommnbrorepHslii BUpyC — 3TO

Pa3HOBHIHOCTH
KOMIIBIOTEPHBIX  IPOrPaAMM,

OTJIMYUTEIBLHON
0COOCHHOCTBIO KOTOPOH SIBIISIETCA CHOCOOHOCTh K Pa3MHOXKEHHIO. B J0mMoNIHEeHHEe K 3TOMY, BUPYCHI
MOTYT TOBPEIUTh WJIH TOJHOCTHIO YHUYTOXHUTH BCEe (aiiibl W JaHHBIE, ITOJAKOHTPOJLHBIC
MOJIB30BATENI0, OT UMEHHU KOTOPOro Obla 3amylieHa 3apakEHHas IporpaMMa, a Takke MOBPEIUTh WK
JlaXKe YHUYTOXHUTH OTCPAIMOHHYIO CHCTEMY CO BceMH (haiijlamu B IeJIoM. B OONBIIMHCTBE ClydacB
PacIpoCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToabl 3alIIUThI OT BPEIOHOCHBIX MPOIrpaMM.

o Hcnonb3yil COBPEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIM YPOBEHb 3alLlUTHI
OT BPEIOHOCHBIX MTPOTPAMM;

e [IlocrossHHO ycraHaBnuMBaii mauTH (UUGpPOBBIE 3aAIUIATKH, KOTOpbIE ABTOMATUYECKH
YCTaHABJIMBAIOTCS C TIIENBI0  JOPaOTKH TpOrpaMMbl) H Jpyrue OOHOBIEHHS CBOEH
onepaunoHHOM cuctembl. CkauMBail MX TOJNBKO ¢ oQuUIUANbHOrO caita paspadoruuka OC.
Ecnu cymecTByeT pexkuM aBTOMaTHYECKOTO OOHOBIICHHS, BKITIOYH €T0;

o Paborail Ha cBoeM KOMITbIOTEpE IOJI IPaBaMHU MOJb30BATENs, a HE aJAMUHUCTpATOpa. JTO HE
MTO3BOJIUT OOJIBIIIMHCTBY BPEIOHOCHBIX MPOTrpaMM MHCTANIMPOBATHCS HAa TBOEM MEPCOHATIEHOM
KOMIIBIOTEPE;

e lcnonb3yll aHTUBHUPYCHBIE NPOrPaMMHBIE MPOLYKTHl HM3BECTHBIX IPOU3BOAMUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

e Orpanuub GU3NYECKUN JOCTYN K KOMIBIOTEPY 11 HOCTOPOHHUX JIMIL;

e Ucnonm3yld BHeHIHWE HOCHUTENW WH(POpMAIMK, Takue Kak (remka, AUCK wWid ¢aiin u3
MHTEPHETA, TOJIbKO U3 MPO(EepPEeHHBIX HCTOUHUKOB;

o He oTkpriBaii KOMIIbIOTEpHBIE (halJIbl, MOTYyYEeHHbIE U3 HEHAIEKHBIX HUCTOYHUKOB. Jlaxe Te
(ailnbel, KOTOpPBIE MpHCIal TBOM 3HAKOMBIN. JIyullle yToOuHU Y HEro, OTHPABJIUI JIU OH TeOe HX.

Ceru WI-FI

Wi-Fi — 310 He By nepenayun JaHHBIX, HE TEXHOIOT WS, a BCEro Jiuiib OpeH, Mapka. Emie B 1991 roay
HUJIepJIaHcKas KoMmranus 3apeructpupoBana OpeHn «WECAy», uto 0003Ha4dasio CIOBOCOYETaHHE
«Wireless Fidelity», KoTOpbIii nepeBoAUTCS Kak «OecrpoBOHAs TOYHOCTBHY». Jlo Hallero BpeMeHHU
JIoTIa Ipyras abOpeBraTypa, KOTopas sBIISIeTCS TaKOH ke TexHoJoruel. Ito abopeBnuarypa «Wi-Fiy.
Takoe Ha3BaHHME OBUIO JaHO C HAMEKOM Ha CTaHAapT BbICHIMKA 3ByKoBoW TexHuku Hi-Fi, yto B
IIEPEBOJIE O3HAYAET «BBICOKASI TOYHOCTH.


https://147school.ru/7001
https://147school.ru/7001

Jla, OecriiaTHBIM UHTEPHET-IOCTYII B Kade, OTeNAX U adpONopTax SBISAETCS OTIMYHONW BO3MOKHOCTBIO
BbIX0JIa B MHTepHET. HO MHOTHMe 3KcnepThl cunTaroT, uto obmenoctynusie Wi-Fi cetn He sBisioTCs
0€30MacHBIMH.

CoBeTbl 110 6e30NMaCHOCTH paGoTe B 001IENOCTYHBIX ceTsax Wi-fi:

e He mepenaBaii cBoro nuuHyr0 MHpopMaiuio dyepe3 odmenoctynubie Wi-Fi cetu. Paboras B
HUX, )KEJIaTeIbHO HEe BBOJIUTH MAPOJIH AOCTYIA, JJOTHHBI U KaKue-TO HOMEpa;

e lcnonb3yii u OOHOBISANH AaHTUBHPYCHBIE MporpaMMbl U Opanamayep. Tem cambIM Thbl
obe3omacuib ceds OT 3aKaYyKu BUPYyca Ha TBOE YCTPOKMCTBO;

e [lpu ucnonszoBanuu Wi-Fi otkmoun ¢yHknuo «O0mmit 1octyn K (aiiaM U mpuHTEpaM».
Jannast QyHKIHS 3aKpbITa [0 YMOJIYAHHUIO, OJIHAKO HEKOTOPBIE MOJIb30BATENIN aKTUBUPYIOT €&
JUTsl y1oOCTBa MCTIOb30BaHus B paboTe min y4eoe;

o He ucnons3yit nyonuuneiii WI-FI nns nepenaum JaMYHBIX JaHHBIX, HAIpUMEp AJIs BBIXOJA B
COLIMAJIbHBIE CETH UITU B 3JIEKTPOHHYIO TOYTY;

e HMmonmw3yii Tonpko 3amuiieanoe coenunenue yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope BeO-
azpeca BBOAU UMEHHO «https://»;

e B moOuneHOM Tenedone orkmoun dynknuio «lloaxmouenne k Wi-Fi aBromatnueckun». He
JIOTyCKal aBTOMaTUYECKOT0 MOAKIIOUEeHUs ycTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CounajbHble CeTH

CornuanibHble CeTH aKTUBHO BXOJAT B HAIy KU3Hb, MHOTHE JIIOJM Pa0OTAIOT U KUBYT TaM MOCTOSIHHO,
a B Facebook yxe 3apeructpupoBaH MUJLTHAP]T YEIIOBEK, YTO SBIIICTCS OJHOW CEIBMOM BCEX KUTEICH
IIaHeThl. MHOTHe TOJBb30BaTeNId HE TOHUMAIOT, YTO HH(POpPMAIH, pa3MeIllleHHas UMU B COIIMAbHBIX
CEeTSX, MOXKET OBITh Hal/IeHa U MCIOJIb30BaHA KEM YrOAHO, B TOM YHCJIE HE 00s3aTeNIbHO ¢ OJlaruMu
HaMCPCHUAMU.

OcHOBHBIE COBETHI N0 0€30MACHOCTH B COIMAJIBHBIX CETAX:

e OrpaHuub COUCOK Jipy3ei. ¥ TeOs B ApY3bAX HE JOJDKHO OBITH CIy4alHBIX U HE3HAKOMBIX
JTIOJICH;

e Bammimiaii CBOI YaCTHYIO >KM3Hb. He ykaswiBail mapomnu, TeiaedoHbI, ajpeca, JaTy TBOETO
POXKIEHUS U JPYTYIO JIMUHYI0 MH(POpPMAIUIO. 3J0YMBIIUIEHHUKH MOTYT KCIIOJIb30BATh JaKe
MH(OPMAIIHIO O TOM, KaK Thl U TBOHM POJIUTENHN TUTAHUPYETE MPOBECTH KAaHUKYJIBI,

e 3amuiai CBOIO pPENmyTalHio0 — JIEPKH €€ B YUCTOTE M 3aJaBail cebe BOIMPOC: XOTEN ObI THI,
9YTOOBI Apyryue MOJB30BaTENM BUJIENH, YTO Thl 3arpyxaems? [lomymaii, mpexae yeM 4To-TO
OITyOJIMKOBAaTh, HAMKUCATh U 3aTPy3UTh;

e Ecnm TBI TOBOPHIIL C JIOABMH, KOTOPBIX HE 3HaEllb, HE HCIOJB3YH CBOE peajbHOe UMS U
JPYTYIO JTUUHYIO HH(POPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U MpoYee;

e U30erait pa3memienust ¢ortorpacduii B MHTepHeTe, rie Thl U300pakeH Ha MECTHOCTH, MO
KOTOPOW MOXHO OIMPEAEIUTh TBOE MECTOTOIOKECHHE;

e [Ilpu peructpaliii B COIMAIBHOH CETH HEOOXOAWMO WCIONIB30BaTh CIOKHBIE MapOJIH,
cocrosire u3 OyKB U IUPP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEeE §;

e JIns conumanbHOW CETH, MOYTHI M IPYTHX CAWTOB HEOOXOAMMO HCIOJB30BaTh Pa3HbIe MapOIIH.
Torna ecnu T€6s1 B3IOMAIOT, TO 37TOYMBITIUICHHUKH TOTYYaT JOCTYH TOJIBKO K OJTHOMY MECTY, a
HE BO BCE Cpasy.

DJIEeKTPOHHLIE NeHbI'H

3J'ICKTpOHHBIC JCHBI'H — 3TO OYCHb yI[06HLIﬁ CII0c00 rmaTexceﬁ, OOHAKO CYHMICCTBYHOT MOIICHHUKH,
KOTOPBLIC XOTAT MOJYUYUTh 9TU NCHBI'U.

SHGKTPOHHI)Ie JCHBI'M MMOSABUJINCHE COBCEM HEAABHO U UMCHHO HU3-3a 3TOI'0O BO MHOT'MX IroCyaapCTBax a0
CHUX TIOp HC HNPOIHCAaHO PO HHUX B 3dKOHAaX. B Poccuu xe oHm (byHKHHOHHPYIOT U O HHUX YK€
IMPOIMUCAHO B 3aKOHEC, I'ZI€ HX pasACIAI0T Ha HECKOJIBKO BHUAOB — AHOHMMHBIC M HEC AHOHHMMHBIC.
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Paanua B TOM, 4YTO aHOHHUMHBIC — D3TO TC, B KOTOpI:IX pa3pemaeTCH HpOBOI[I/ITB onepaum/l 663
I/I,Z[GHTI/I(bI/IKaLII/II/I II0JIB30BAaTC/IIsi, a4 B HCAHOHHMMHBIX I/II[GHTI/I(bI/IKaI_II/II/I ITOJIB30BATCIIA  ABJISACTCS
00s13aTeJIbHOIA.

Taxke cremyeTr pasziauuyaTh JICKTPOHHbIE (UATHBIC JAEHBI'M (PaBHBI TOCYAAPCTBEHHBIM BATIOTaM) M
ANEKTPOHHBIC HEUATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI 10 0e30MaACHOI padoTe ¢ 3TeKTPOHHBIMHU JeHbIAMHU:

e IlpuBspku k cuery MOOWIBHBIA TeneoH. DTO camblii YHOOHBIM W OBICTPBIA CIIOCOO
BOCCTAHOBUTBH JIOCTYNl K cueTy. lIpuBsizaHHBIA TeneoH MOMOXKET, eciau 3alyJemrb CBOH
IJIATEKHBIA MApOJIb WIIM 3alJIelIb HA CAalT C HE3HAKOMOI'O YCTPOMCTBA;

o Hcnonb3yit onHopa3oBbie naposu. [locie nepexosa Ha YCHICHHYIO aBTOPHU3aLIUIO TEOE yKe HE
OyZeT yrpokaTh OMaCHOCTb KPa)KH WJIM IepexBaTa IJIaTeKHOTO MapoJis;

e Bribepu cnoxubiii maponb. IIpectynmHukam OyneT He HpPOCTO yraaaTh CIIOKHBIA Tapoib.
HagexxHble maposu — 3TO Mapoiu, KOTOpbIE COAEpKaT He MeHee § 3HAKOB U BKIIIOUYAIOT B ce0s
CTPOYHBIC M TMPOMUCHBIE OYKBBI, IU(PH U HECKOIBKO CHMBOJIOB, TaKHE KaK 3HAK J0JuIapa,
¢dyHTa, BOCKJIHMIIATEIbHBIN 3HAK U T.11. Hampumep, $tROng!;;

e He BBOIUM CBOM JIMUHBIE TAHHBIEC HA CAaTaX, KOTOPHIM HE JIOBEPSICIIb.

JIEKTPOHHAS II0YTA

DNEeKTpPOHHAs [T0YTa — 3TO TEXHOJIOTHUS U MPEAOCTABISIEMbIE €10 YCIYTH 10 MEPECHUIKE U MOJYUYEHUIO
ANEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIIPEACTSIOTCS B KOMITbIOTEpHOU ceTh. OOBIYHO ANMEKTPOHHBIN
MOYTOBBIA SIIUK BBITJISAUT CICTYIONUM 00pa3oM: UMS_IOJIb30BATENs(@UMs_1oMeHa. Takxke Kpome
nepeaayy MpoCcToro TEKCTa, MMEETCsl BO3MOKHOCTD NEpeAaBatTh (ailibl.

OcHOBHBIE COBETHI 10 0e30MaACHOI padoTe ¢ 3TeKTPOHHON MOYTOI:

e Hazmo BBIOpaTh NpaBWIBHBIA TOYTOBBI CepBUC. B HHTEpHETE €CTh OrPOMHBIH BBIOOD
OeCIUTaTHBIX TIOYTOBBIX CEPBUCOB, OJTHAKO JIyYIlIe JOBEPSTH TEM, KOTO 3HACIIh M KTO MEPBHII B
pEUTHHTE;

e He yka3biBali B JMYHOM mouTe JMYHYIO HHpopMmanuio. Hanpumep, mnydiie BbIOpaTh
«My3BIKaJIbHBIN _(panaT@» miu «pok2013» BMecTo «remal3»;

e Hcrmonp3yil ABYXdTalHYI0 aBTOPHU3AIMI0. JTO KOTJa MOMHUMO TApoJisi HYXKHO BBOJUTH KO,
IIpHUCbUIaeMbIi 1o SMS;

e BriOepu cioxHbIN mapoiib. [ KaXX70ro Mo4YToBOro SIIIUKA JOJKEH ObITh CBOW HAJCKHBIHU,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

o Ecimm ecTp BO3MOXHOCTD HamucaTb CaMOMY CBOM JIMYHBIA BONPOC, HWCHOJB3YH ITY
BO3MOKHOCTB;

o Hcrnonb3yil HECKOJIBKO IMOYTOBBIX AIIMKOB. IIepBBI U1 4aCTHOM MEPENNUCKU C aApecaTaMy,
KOTOPBIM ThI JOBEpsEIIb. DTO IJIEKTPOHHBINA apec HE HAJ0 HCIIOJIb30BATh IIPH PETUCTPALUU
Ha popyMax M cairtax;

e He otkpbiBaii ¢ailnel U Apyrue BIOXKEHUS B NMHUCbMax Ja)Xe €cIM OHM MPUILIM OT TBOMX
npy3eit. Jlydie yTouHu y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TH (paitiibr;

e [Ilocne okoHuaHUs pabOTHI Ha MOYTOBOM CEPBHUCE MEpesa 3aKpbITHEM BKIAJKH C CaliTOM He
3a0ynb HaXaTh Ha «BBIATHY.

KnoepOoyaJauHr ujiy BUPTYAJIbLHOE U31eBATEILCTBO

KubepOyuiuHr — mpeciefioBaHHE COOOUICHUSIMH, COJEpXAIUMU OCKOpOJIEHMs, arpeccuro,
3allyrUBaHMe; XYJIMTaHCTBO; COIMAJbHOE OONKOTHPOBAaHUE C MOMOILNBIO PA3JIMYHBIX HHTEpPHET-
CEpPBUCOB.

OcHoBHbBIE cOBeThI 10 00pble ¢ KHOepPOyNIMHIOM:
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e He Opocaiicsa B 0oif. Jlydmmii croco0: mMOCOBETOBATHCS Kak ce0sl BECTHU W, €CITU HET TOTO0, K
KOMY MOXHO OOpaTHThCs, TO BHauaje YCIOKOUThCA. Eciu Th HaYHENIb OTBEYaTh
OCKOPOJICHUSIMUA Ha OCKOPOJIEHHUS, TO TOJBKO €Ie O0JIBIINE Pa30XKEIb KOH(IUKT;

e VYmpasmsii cBoeii kubeppernyramueii;

e AHOHUMHOCTH B ceTH MHHUMas. CyllecTBYIOT COCOOBI BBISICHUThH, KTO CTOUT 33 AaHOHUMHBIM
aKKayHTOM;

e He crout Bectu Xynuranckuii o6pa3 BUpPTyasibHOH >ku3HH. MIHTepHET (UKCHUpyeT Bce TBOU
JCHCTBYS M COXpaHICT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyIHUTEIBHO;

o ColOmronait CBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

e Urnopupyit eauHuuHblii HeratuB. OIHOPA30BbIE OCKOPOWTENbHBIE COOOILICHUS JIydllle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsi Ha Ha4alIbHOM CTaauH;

e ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHHMSIMU, B COITMAJIBHBIX CETSIX
€CTh BO3MOXXHOCTh OJIOKHPOBKH OTIIPABKU COOOILIEHUH C ONPEEICHHBIX aIpECOB;

e Ecmu B cBuperens kubepOysimHra. TBOM AEWCTBUS: BBICTYNUTH HMPOTUB IPECIEIOBATEI,
[0Ka3aTh €My, YTO €ro JACHCTBUS OLICHMBAIOTCS HEraTUBHO, MOJAJIEPXKaTh JKEPTBY, KOTOPOH
HYXKHA TICUXOJIOTUYECKasi TIOMOIIb, COOOLIUTH B3POCIBIM O (paKTe arpeCCHBHOTO MOBEICHUS B
CETH.

MoOuabHbIN TegaedoH

CoBpemeHHbIe cMapT(HOHBI U TUTAHIIETHI COJEPKAT B ceOE BIIOJIIHE B3POCIHbIH (DYHKIIMOHAI, U TETeph
OHH MOTYT KOHKYPHUPOBaThb CO CTAallMOHAPHBIMM KOMIIbloTepaMu. OJHAKO, CPEICTB 3aIlMUThI IS
MIOJI00HBIX YCTPOWCTB MOKa OY€Hb Majio. TecTupoBaHHe U MOUCK YA3BUMOCTEN B HUX IPOUCXOJUT HE
Tak MHTeHCUBHO, Kak mis IIK, To ke camoe kacaeTcst U MOOWIBHBIX NpuiiokeHuil. CoBpeMeHHbIe
MOOUJIbHBIE Opay3epbl YK€ IPaKTUYECKH JOTHAIM HACTOJbHBIE AHAJIOTH, OJHAKO pacllipeHHe
(GyHKLIMOHAa BieYeT 3a cO00I OOJBIIYIO CIOXXHOCTh M MEHBILYIO 3alIMIIEHHOCTb. Jlaneko He Bce
IMPOU3BOJUTCIIM BBIITYCKAIOT O6HOBJI€HI/I$I, 3aKPBIBAOIINEC KPUTHUYCCKUC YAZBUMOCTH [JIA CBOUX
YCTPOMCTB.

OcHOBHbBIE COBETHI JJ11 0€30IACHOCTH MOOUJILHOTI0 TeJ'qu)DHa:

e Hwuuero He sBusgercs mno-HacrosueMy OecrulaTHBIM. Bynb ocTopokeH, Beab Koraa Ttebde
npeasaraT OecIylaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKUE-TO IUIaTHBIE YCIYTH;

o Jlymaii, npexae yeM otnpaBuTh SMS, ¢oto nim Buaeo. Thl TOYHO 3HACIIb, I'7I€ OHU OyIyT B
KOHEYHOM uTOre?

e Heo0xoa1Mo 0OHOBIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(HOHA;

e lcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JIJIsl MOOMIIBHBIX TENE()OHOB;

o He 3arpyxaill npuiaoXeHUs OT HEU3BECTHOTO MCTOYHMKA, BEIb OHM MOTYT COJEP’KaTh
BPEJIOHOCHOE NMPOrpaMMHOE 00ecTIeUeHue;

o Tlocne Toro Kax Thl BBIHJEIIb C CaliTa, I/1€ BBOAWI JINYHYIO MHPOPMAIIUIO, 3aliI1 B HACTPOUKHU
Opaysepa u ynanu cookies;

o Ilepnonnuecku npoBepsi Kakue IUIaTHbIE YCIIYTM AKTUBUPOBAHbBI HA TBOEM HOMEPE;

e JlaBaii cBoii HOMep MOOWJIBHOTO TenedoHa TOJIBKO JIOASM, KOTOPHIX Thl 3HAaellb U KOMY
JOBEPSIEILIb;

e Bluetooth nomxen ObITh BBIKIIOUEH, KOTJa Thl UM He Mousib3yemscs. He 3a0biBail mHOrIA
IIPOBEPSITH ITO.

Online urpsl

CoBpeMeHHbIE OHJIAIH-UTPBI — 3TO KPacOYHbIE, 3aXBaTHIBAIOIINE Pa3BieueHus, 00bEAUHSIONINE COTHU
THICAY YEJIOBEK M0 BceMy Mupy. Vrpoku HCCIeayloT NaHHBIH MM MHUp, OOLIAIOTCS APYr C APYTOM,
BBITIOJHSIOT 3aJjaHMsl, CPa’kaloTCsd ¢ MOHCTpPaMH U IOJIy4alOoT OMbBIT. 3a YJOBOJBCTBHE OHU IUIATAT:
MOKYTAIOT JUCK, OMJIAYMBAIOT a0OHEMEHT WM MPUOOPETAIOT KaKKe-TO OMIHUU.
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Bce atm cpeactBa uayT Ha MOAJEpKAHME M PA3BUTHE WUIPHI, a TaKkKe Ha caMmy O€30MacHOCTb:
COBEPILICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE MaTy (LIU(PPOBBIC 3aIUIATKU IS
IpOrpamMM), 3aKpHIBAIOTCS YSI3BUMOCTH CEpBEPOB. B MOZOOHBIX MIpax CTOMT OmacaTbCsi HE CTOJIBKO
CBOUX COINEPHUKOB, CKOJIBKO KpPaXH TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALUU
OOJIBIIIMHCTBA UT.

OcHOBHBbIE COBETHI 10 0€30IMACHOCTH MTPOBOI0 AKKAYHTA:

e Ecmu ngpyroii urpok BeneT ceOs MIOX0 WM CO3JaeT TeOe HENPHUITHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;

o [loxainyiics agMMHHMCTpaTOpaM HIPHl HAa IUIOXOE€ IIOBEIEHUE ITOTO0 WIPOKA, KEIATEIbHO
MIPUJIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

o He ykaspIBaii TnuHy0 HH(GOpPMAIUIO B Mpodaise urpsl;

e VYBaxall ApyruxX y4aCTHUKOB I10 UIPE;

o He ycranaBnuBaii HeouLmanbHble TaTYU U MOJIBL;

o Hcnonb3yii ClI0KHBIEC U Pa3HbIE NIAPOJIU;

e Jlaxe BO BpeMs UIPbl HE CTOMT OTKJIKOYaTh aHTUBHpPYC. IIoKa ThI uUrpaems, TBOM KOMIBIOTED
MOTYT 3apa3HTh.

@OUIIHHT WK KPaKa JUYHBLIX JaHHBIX

OObIYHON Kpaskel JEeHer M JOKYMEHTOB CEroJHA YK€ HHUKOTO He yauBHflllb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JIOYMBINUICHHUKN TIEPEMECTHIINCh B MHTEPHET, M TPOJIOJDKAIOT 3aHUMATHCS
«TFOOMMBIMY JiesioM. Tak MosiBUIach HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA I (DUIIIMHT, TJIaBHAS
[[eTb KOTOPOTO COCTOUT B TMOJYYECHUH KOH(MUIACHIMAILHBIX JAHHBIX IIOJIb30BATEIIC — JIOTHUHOB W
naposeit. Ha anrmmiickom si3bike phishing uuraercs xak ¢umuHr (ot fishing — ppiOHas noBs,
password — mapouib).

OcHOBHBIE COBETHI 110 00pbLOE ¢ PUIIMHTOM:

e Crnenu 3a cBOMM akkayHTOM. Eciiu Thl moJj03peBaellb, 4TO TBOS aHKeTa Oblja B3JIOMaHa, TO
HE00X0AUMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHHCTPATOpaM pecypca 00 3TOM Kak MOXKHO
CKopee;

o Hcnons3yii 6e30macHble BeO-CaliThl, B TOM YHUCIIE, UHTEPHET-Mara3uHoOB 1 TOUCKOBBIX CUCTEM;

e lcnonb3yil crnoxHble M pasHble maponud. Takum oOpa3zom, eciu TeOs B3JIOMAlOT, TO
3JI0YMBIIIJICHHUKH NOJyYaT JOCTYI TOJBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, @ HE KO BCEM;

e Ecmum Tebs B3nmomaiu, TO HEOOXOJUMO MNPEAYNpPENUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
nobaBneHsl y TeOs B APY3bsX, O TOM, YTO TeOs B3JIOMalM M, BO3MOXKHO, OT TBOETO MMEHHU
Oy/IeT pacchuIaThCS CIIaM M CChIJIKM Ha (DUIITMHTOBBIEC CAMTHI,

e VYcraHoBu HajexxHbIN napoib (PIN) Ha MoOMIBHBIHN TenedoH;

o OrxIiroun coxpaHeHue naposs B Opaysepe;

e He otkpbiBail ¢ailnel U Apyrue BIOXKEHUS B NMHUCbMax Ja)Xe €cIM OHU MPUILIM OT TBOMX
npyseit. Jlydie yTouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (paiiiibr;

Hudposas penyranus

[udposass pemyramuss — 5TO HeraTHBHas WM TO3UTHBHAs wuHQopmaunus B cetu o Tebe.
Komnpomerupyromas uHdopManus pasMelleHHas B MHTEPHETE MOXET Cephe3HbIM 00pa3oM
OTpa3uThCsl Ha TBOeH peanbHON xu3HU. «{udpoBas pemyranus» — 3TO TBOW HMHIK, KOTOPBIN
¢dopmupyercs u3 uHpopmanuu o TeOe B HHTepHETEe. TBOE MECTO JKHUTENbCTBA, YyueObl, TBOE
(hMHAHCOBOE MOJI0KEHNE, OCOOEHHOCTH XapaKTepa M paccKas3bl O OJM3KUX — BCE ITO HAKATUTMBAETCS B
CeTH.
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MHorue noapoCTKU JETKOMBICIEHHO OTHOCSTCSA K IMyONUKauuu JUYHON mHpopMmauuu B MHTEepHETE,
HE TMOHMMas BO3MOXKHBIX MOCHEACTBUIM. Thl Jake HE CMOXEIb J0TrajaTbcs O TOM, 4To (oTorpadus,
pasMeleHHas 5 JeT Ha3aj, cTaja MPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazMernienue TBoux (Gotorpaduii u qpyrue AeHCTBUs MOTYT HE HCUE3HYTh JIaXe MOcIie
TOTO, KaK Thl MX YyJaJlWlIb. Tbl HE 3HaEllb, KTO COXpPAaHWI ATy HH(POpMAIUIO, MONajna JU OHAa B
IIOMCKOBBIE CUCTEMBI U COXpPAHWIACh JIM OHA, a TJIaBHOE: YTO MOJYMAIOT O TeOE OKPYKAIOILEE JIIOIH,
KOTOpbIe HAaWAYT U yBUAAT 3T0. HailTu nHdopmanuio MHOro JieT CIoycTs CMOXKET Jto00i — Kak u3
NOOPBIX MOOYXKJIEHUH, TaK U C HAMEPEHUEM IPUYUHUTH Bpell. ITO MOKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI 10 3a1MTe HMPPOBOH penyTaAllUN:

o Tlogymaii, mpexe 4eM 4TO-TO MyOJMKOBaTh U TepeaaBaTh y ceOsi B 6J0re Win B COIMATLHOM
ceTu;

e B Hactpoiikax mpoduis yCTaHOBM OTpaHUYCHUS HA TPOCMOTP TBOETO NpOGUIsS U €ro
COJIEP)KMMOT0, C/IETIal €ro TOJIBKO «IJIs APYy3eiiy;

e He pa3memaii u He yka3biBail WH(OPMALHIO, KOTOpas MOXKET KOTO-THOO OCKOPOJSTH WIH
00MXKaThb.

ABTOpPCKO€E IIPaBO

CoBpeMeHHbIE IIKOJIBHUKHM— aKTUBHBIE M0JIb30BaTeNM LU(POBOro npoctpaHcTBa. OAHAKO AajeKo He
BCE 3HAIOT, YTO IMOJIb30BAaHHE MHOTUMH BO3MOXKHOCTSIMHU ITU(PPOBOTO MUpPa TPeOyeT COOIII0ICHHS TTpaB
Ha MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMI/IH «HUHTCJJICKTYaJIbHas COOCTBEHHOCTE)» OTHOCHTCH K Pa3JIMYHBIM TBOPCHHAM YCJIOBCUCCKOI'O
ymMa, Ha4yuHagd € HOBBIX I/I306peTeHI/II71 1 3HAKOB, 0603Haqa}01111/1x COOCTBEHHOCTh Ha IMPOAYKTBI U
yciayru , W 3aKaHYMBass  KHHUI'daMH, (1)OTOI‘ pa(bI/IHMI/I, KI/IHO(I)I/IJIBMB.MI/I U MY3bIKaJIbHBIMHU
IMPOU3BCACHUSIMMU.

ABTOpCKHE IpaBa — 3TO IpaBa Ha HMHTEJUIEKTYaJIbHYIO COOCTBEHHOCTh HA IPOU3BENEHUS HAYKH,
JUTEpaTyppl M MCKycCTBA. ABTOPCKME IIpaBa BBICTYNAIOT B KAauyeCTBE TIapaHTUU TOroO, 4YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TPyl aBTOpa HE OyIeT HampacHbIM, JacT €My CIpaBeIMBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOEro TPy/a, MOJYYUTh U3BECTHOCTh U NMpu3HaHue. Hukro
0e3 paspelleHus] aBTopa HE MOXET BOCIPOU3BOJUTh €ro MPOU3BEIECHUE, PACIPOCTPAHATD, MyOIMUYHO
J€MOHCTPHPOBATh, MpoJaBaTh, HMMIOPTUPOBAaTh, IyCKaTb B TIPOKaT, MYOJUYHO HWCIOIHATS,
MTOKa3bIBaTh/UCHIONHATH B 3(pupe win pazmemiars B HTepHeTe.

Vcnonb30BaHue «MPaTCKOro» MPOrpaMMHOr0 00ecreueHHs] MOKET MPUBECTH K MHOTUM PUCKaM: OT
MOTEpU JAHHBIX K TBOMM aKKayHTaMm /0 OJIOKHPOBKM TBOETO yCTPOWCTBA, IJI€ YCTAaHOBJIEHHBIH HE
jeranbHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYLIECTBYET JerajbHble M OecIUIaTHbIE
IIPOTrpaMMBbI, KOTOPbIE MOYKHO HAlTH B CETH.
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